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Abstract

Because of the growing number of apps that use client servers, both desktop and
WEB applications, each user must learn a large number of user ids and passwords, because
each application requires authentication in order to use it for security reasons. Furthermore,
the development of network media, both wired and wireless, is accelerating. In the scenarios
stated above, RADIUS (Remote Authentication Dial-In User Service) technology is required
since the RADIUS approach allows a user to utilize a single user id to access several
applications, both desktop and web-based. The RADIUS protocol may be used with both wired
and wireless media.
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1. Introduction
User authentication is often not used in today's network use. When a person joins a

network without user authentication, anybody can access the network. Wired Equivalent
Privacy is used to authenticate wireless access points for transmission media (WEP) [1]. The
WEP key must be put on each access point and each client access point, which makes it
cumbersome for administrators to visit each client. Because the WEP key is static, it may be
determined by examining other client computers [2]. Several programs now exist that can read
the WEP key, allowing unauthorized users to gain access to the network and perhaps harm
the machine within. WEP authentication is only given to connection lines for staff, while
connection lines for students (hotspots) use wireless access point transmission media without
using authentication so that it can be accessed by anyone.

The usage of a HUB (Ethernet hub) as a connection breaker on cable transmission
media does not need authentication, so we may join to the network simply by plugging in the
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cable [3]. As a result, a system for user authentication is developed in this study, which uses
both wired and wireless communication mediums.

This research will reveal how to create a more effective network security management
system as well as how to integrate user management across several apps[4].

2. Network Mode and Route Protocol
Wireless Access Points WLAN stands for Wireless Local Area Network and is a type

of wireless network. A WLAN network enables two or more devices to interact using
conventional network protocols without the use of a cable transmission line [5].
Electromagnetic waves, which can be in the form of infrared rays, microwaves, or radio waves,
are utilized as the transmission channel for communication on the WLAN network (radio
frequency, RF). There are a variety of WLAN network modes to choose from, including:

2.1. Ad-Hoc Mode
A peer-to-peer network, also known as a point-to-point network, is a term used to

describe ad-hoc mode [6]. Ad-hoc mode allows computers on a WLAN network to connect
without passing through an access point.

2.1 Infrastructure Mode
The WLAN network must be configured in Infrastructure mode to link a large number

of PCs. In Infrastructure mode, extra equipment in the form of a wireless access point (WAP),
also known as an access point, is required [7]. Because an access point functions similarly to
a hub or switch on a wired network, it will serve as the hub or switch for the WLAN network.
The contrast between ad-hoc and infrastructure mode is depicted in Figure 1.

Figure 1. Ad-hoc mode vs Infrastructure mode
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WLAN infrastructure networks can link to other networks, such as Ethernet networks.
A bridge was necessary to connect to other networks [8]. Access points that circulate in the
market can serve as a bridge in most cases.

Figure 2. WLAN and Ethernet networks

The process of transporting data packets from one originating host to a destination
host via one or more host nodes is known as routing [9]. The routing coordination technique
may be separated into two categories: static routing and dynamic routing, as explained below:
a. Static Routing

Static routing involves manually filling and deleting entries in the forwarding routing table,
whereas dynamic routing involves changes made via the routing protocol. Static routing is the
most basic type of routing that may be used on a computer network. In a network, using 100%
static routing involves populating every item in the forwarding table on every router [10]. In a
small network, using static routing is not a problem; all that is required is a few entries in each
router's forwarding table. On the other hand, completing the forwarding table in each router,
which is not trivial in a big network, is a time-consuming task.
b. Dynamic Routing

Dynamic routing eliminates the need to manually populate forwarding table entries.
Routing protocols govern how routers connect with one another and exchange routing
information, which might vary the contents of the forwarding table based on the network's
status [11]. As a result, routers are aware of the present condition of the network and are able
to route datagrams appropriately.

RADIUS is a computer security protocol that allows users to authenticate, authorize,
and register for network access from a central location. RADIUS was first used to authenticate
remote network access over a dial-up connection, as described by RFC 2865 and RFC 2866.
RADIUS is currently used to verify network access across a variety of connections other than
dial-up, including VPN (Virtual Private Networking), wireless access points, Ethernet switches,
and other devices [12].
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By managing authentication and authorisation of user connections, the RADIUS
server offers a security mechanism. When a client computer connects to the network, the
RADIUS server requests the user's identification (username and password), which is then
compared to data in the RADIUS server database to decide whether the user is permitted to
utilize network services [13]. If the authentication and authorisation processes are successful,
the reporting process begins, which includes logging all user connection activities, computing
the time length, and counting the number of data transfers the user has made. The reporting
process carried out by the RADIUS server can be in the form of time (seconds, minutes,
hours) or in the form of large data transfers (Bytes, KBytes, Mbytes).

WEP (Wired Equivalent Privacy), often known as Shared Key Authentication, is a way
of safeguarding wireless networks. Shared Key Authentication (SKA) is a type of
authentication that necessitates the usage of WEP [14]. WEP encryption employs a key that is
inserted into the client or access point (by the administrator). This key must match the one
given to the client by the access point and the one used by the client to authenticate with the
access point.

3. System Design
Hardware (Minimum) required are as follows:

1. x86 300 MHZ Pentium Motherboard
2. RAM 64 MB
3. Hard disk 40 GB

Hardware requirements to install Router OS, in this case using MikrotikOS
1. CPU and motherboard 100 MHz Pentium.
2. RAM 32MB
3. 1GB ATA/IDE hard disk.

The Linux Ubuntu and MikroTik installation media are:
1. Ubuntu Server 8.04 LTS Linux CD
2. MikroTik CD
3. FreeRADIUS Server Software
4. Software LAMP (Linux Apache MySql Php)

Users notice that the needed network is straightforward and uncomplicated. This is
because the client just sees the network as a place to share generic information and connect
to the internet.

A desktop application is a program that may operate on its own or without the need of
a browser on a computer with a certain operating system [15]. By putting this program on each
user's desktop, they may use desktop apps. Administrative operations are carried out using
desktop software.

In the laboratory, some WEB-based apps may access desktop and e-learning
programs, as well as WEB applications, whereas the hotspot can only access ebooks,
e-journals, WEB mail clients, and WEB applications. SIAKAD is a line that may be accessed
via a local network or the internet. Database servers, mail servers, FTP servers, DNS servers,
proxy servers, and firewalls all employ application servers on WEB servers.

For administration and access to the internet. The cable used to connect the buildings
is STP (Shielded Twisted Pair). UTP (Unshielded Twisted Pair) and wireless cable
transmission medium are used to link customers in a single room. The transmission media, on
the other hand, is for hotspot locations [16]. A HUB is used to divide clients and is put in each
building or space depending on the quantity of clients.

With RADIUS Server, a simple topology may be created. The RADIUS server is
responsible for centrally storing users and passwords [17]. The user enters the username and
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password through the NAS's interface, and the NAS checks with the RADIUS server to see if
the username and password are stored in the database. If the user has a username and
password, he or she will be able to access the network [18].

According to the architecture of the authentication system as described in explaining
the architecture of the authentication system, the user must connect to the network through a
PC or laptop. If a user has a username and password on the RADIUS server, they may access
the network . The user can connect to the network after he or she has properly logged in. The
Bits application's username and password are the same as the user and password used to log
in.

Figure 3. User Importer Tool Test Results

4. Conclusion
The RADIUS (Remote Authentication Dial In User Service) Server is a network server

that provides Authentication, Authorization, and Accounting (AAA) services. In summary, this
RADIUS Server maintains a user database that may be accessed by clients or users on the
same network as the RADIUS Server.

Based on the testing and installation of the system, it can be concluded that users
may be authenticated on the network using RADIUS with free RADIUS software linked to
Mikrotik as a network access server. It is predicted that user authentication would increase
computer network security.
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